(@) HITRUST Users Group

What’s new in myCSF v 11

@) T



HITRUST Version History

% Dec 2021 - v9.6 Released
% Jan 2023 - v11 Released

< What happened to v10?




HITRUST vii1 Announcements
% Dec 2021

** 11 Assessment Introduced and R2 Enhancements
** myCSFv9.6 Released

< Jan 2023
% myCSFv1l1 Released
« myCSFv9.1 -v9.4 Decommission Notice
% 11v9.6.2 Submission Deadlines
« E1Assessment Introduced

@

% 11 Rapid Recertification Announced

% Oct 2023

% myCSFv9.5 &Vv9.6 - must submit existing assessments before April 2025

Source: HITRUST Advisories @ S u re I—I—



https://hitrustalliance.net/advisories/haa-2023-013-csf-version-9.5-9.6-decommission-notice
https://hitrustalliance.net/news?news_type=advisories

HITRUST vi1 - Nested Requirements

Traversable and Threat-Adaptive Portfolio

% E1-44 Requirements
% 11 -182 Requirements
s R2-182++

Source: HITRUST v11 Advisory @ S u re IT



https://hitrustalliance.net/advisories/haa-2023-001-csf-version-11-release

HITRUST vi1 Changes

% Threat Adaptive Portfolio
** Elandilassessments already had these, now included in r2
«* HITRUST quarterly review of cyber threat intel

7/

% Legacy Inheritance Support
« Ifyour assessment inherits from an assessment prior to v11, the controls inherited will map

@

% V11 Inheritance providers include “Legacy Inheritance Support” factor in R2 assessments
< Evaluative Elements /Illustrative Procedures

@

% Better requirements in the description- evaluative elements

« Rewrite of illustrative procedures
% Requirements thatinclude samples are marked

Source: HITRUST v11 Advisory @ S u re IT



https://hitrustalliance.net/advisories/haa-2023-001-csf-version-11-release

HITRUST vii1 Authoritative Sources Updates

% Authoritative Sources Added % Authoritative Sources
** NIST SP 800-53 R5 and selectable Compliance Removed
factor CAQH CORE Phase 1 &2
** Health Industry Cybersecurity Practices CSA CCM v3.0.1

(HICP) DOD CMMC v1.0

ISO/ISEC 29151:2017 —Code of
«» Authoritative Sources Refreshed practice for Pl protection
% NISTSP 800-171 DHS Critical Resilience Review

R/

% NIST Cybersecurity Framework vl.l

< HIPAA Security, Privacy & Breach Notification Precision Medicine Initiative DSP
Framework

Source: HITRUST v11 Advisory @ S u re IT
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https://hitrustalliance.net/advisories/haa-2023-001-csf-version-11-release
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